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Jacoco

® Jacoco
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Jacoco

Conditions @

Conditions on New Code

Metric
Condition Coverage

Conditions on Overall Code

Metric

Line Coverage

Unit Test Success (%)

Coverage Measures

O 84.6%

Coverage @

Operator

is less than

Operator

is less than

is less than

Value

60.0%

Value

650.0%

100%
Unit Tests &
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Edit Delete
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Coverage on
9 New Lines to Cover



Static Analysis

Checkstyle, PMD, Findbugs



Static Analysis - Checkstyle

About
@® Checkstyle Checkstyle
Release Motes
Consulting
O Java 2ATREQ| U= YAl AL HUS 7= | Aot AHEM = Sponsoring
Documentation
o [ —o 7 ¥ Configuration
Tl Hu_I'Elt 7/&5? 7::”' Property Types
Filters
File Filters
* Running
Ant Task
5 Command Line
'FILZ! —/|\— 132 7H ¥ Checks
Annotations
Block Checks
Class Design
Coding
Headers
Imports
Javadoc Comments
Metrics
Checkstyle is 3 development tool to help programmers write Java code that adheres to a coding standard. It automates the process of Miscellanesus
checking Java code to spare humans of this boring (but important) task. This makes it ideal for projects that want to enforce a ceding Modifiers
standard. Maming Conventions
_ Regexp
Checkstyle is highly configurable and can be made to support almost any coding standard. An example configuration files are supplied Size Violations

. ’ Whitespace
supporting the Sun Code Conventions m#, Google Java Style. ~ Style Configurations
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Sun's Style
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A good example of a report that can be produced using Checkstyle and Maven m can be seen here & .



Static Analysis - PMD

@® PMD - Programming Mistake Detector
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Overview

PMD is a siatic source code analvzer. It finds common programming flaws like unused vanables, empty
catch blocks, unnecessary object creation, and so forth. It's mainly concerned with Java and Apex, but
supports six other languages.

PMD features many built-in checks (in PMD lingo, rules), which are documented for each language in our
Rule references. We also support an extensive AP| to write your own rules, which you can do either in
Java or as a self-contained XPath query.

PMD is most useful when intearated into vour build process. It can then be used as a quality gate, to
enforce a coding standard for your codebase. Among other things, PMD can be run:

PMD 6.23.0
About v
User Documentation v

Rule Reference

Apex Rules v
Ecmascript Rules v
| e
Best Practices

Code Style
Design

Documentation
Error Prone
Multithreading
Performance

Security



Static Analysis - FindBugs
® Findbugs

O 23 m22o| A ZBS YOIFE £ Consies: 2
O ZOiYUE S2H4 OHUO|M HIOJE 2EZ H0M ALE Bad Practice 84
= Jzl A 7
O ST+ 4087 Dodgy Code 71
Multithreaded Correctness 45
. - . . . . Performance 27
FindBugs is an open-source static code analyser created by Bill Pugh and David Hovemeyer which
detects possible bugs in Java programs [°IC] Potential errors are classified in four ranks: (i) scariest, (ii) . »
. ) L . - - - Malicious Code Vulnerability 15
scary, (iii) troubling and (iv) of concern. This is a hint to the developer about their possible impact or
severity.¥] FindBugs operates on Java bytecode, rather than source code. The software is distributed as - .
L . . . . curity
a stand-alone GUI application. There are also plug-ins available for Eclipse,l”! NetBeans,®) IntelliJ
IDEA,[/1BIP] Gradle, Hudson,['% Maven, '] Bamboo!'?! and Jenkins.['3! )
Experimental B
Additional rule sets can be plugged in FindBugs to increase the set of checks performed.[']
Internationalization 2



Static Analysis - Sonarqube

® Sonarqube

O Z=2Z72{9 A0{0f|A Bug, Code Smell, Vulnerability S 2 A&t
Quality Gate ©

New code: since May 13, 2020

=] Reliability measures started 5 days ago
- = C] (A
O Q24 HotY, Q2|84 FH{2(2|, 22 IS0 Ofst 24 43 8 0
¥¥ Bugs © ¥ New Bugs
O Cl TOOl (Jenklns):"l- E% 7 r%gl-D:‘ ’ ;SI &! _I‘?__A_-li 7I:-)IA|- E;"% Security Measures
. (5] (A)
(PMD, CheckStyle, FindBugs)t ¥& 4 0 0 U
B Vulnerabilities & @ Security Hotspots @ B New Vulnerabilities @ New Security Hotspots
O  Sonarsource Rules Mameinabiy e
(0] (A]
| https://rules.sonarsource.com/ 44d 1.8k 0 0
Debt © & Code Smells © New Debt & New Code Smells
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https://rules.sonarsource.com/

Static Analysis - Sonarqube

sonarqube Proj ity P t n [2J8 Q. Search for projects and files

'

Filters Clear All Filters t|| 1 |toselectrules | — | —|tonavigate {) 171,598 rules

Q Search for rules... -

@ " squals()” should not be used ta test the values of "Atomic” classes Java ¥ Bug W muliithreading T~
Language

@ "=+"should not be used instead of "+=" Java ¥ Bug T~
~ Type
¥¥ Bug 586 (4] and should not be used when "equals” is overridden Java @ Code Smell W cert, cwe, suspicious T~ Dea te
& Vulnerability 164
@ Code Smell 814 o "@CheckForNull” or "@Nullable” should not be used on primitive types Java @ Code Smell T~
'@ Security Hotspot 34 . . . . . . . . - ~

L) “@Controller” classes that use "@SessionAttributes” must call "setComplete” on their "SessionStatus’ Java ¥¥ Bug W spring W~
> Tag objects
~ Repository @  "@Deprecated” code marked for removal should never be used Java @ Code Smell  cert, cwe, obsolete ¥~
SonarAnalyzer Java 515

©  "@Deprecated’ code should not be used Java @ Code Smell @ cert, cwe, obsolete ¥~
FindBugs Java 448
FindBugs Contrib Java 306 @ ion” should be fine-tuned Java @ Code Smell W performance, spring T~
Find Security Bugs Java 115
Checkstyle Java 114 @  "@Import’s should be preferred to "@ComponentScan’s Java @ Code Smell ® performance, spring T~
PMD Java 80

o " II Java ¥ Bu cert, cwe Vv
DTS (o © o '‘@NonNull" values should not be set to nul ¥ Bug % Deactivate
EOTER B [~] “@0verride” should be used on overiding and implementing methods Java @ Code Smell W bad-practice T~
> Default Severity } . N

L] "@RequestMapping” methods should be “public” Java [ Vulnerabiity ® owasp-a, spring V=
> Status

Q@  "@RequestMapping” methods should specify HTTP method Java Vulnerabilit cwe, owasp-ab, sans-top25-insecure, L A4 Dy te
» Security Category @Req pping pecify 2] Y D~ 0 sa
> Available Since ©®  "@SpringBootApplication” and "@ComponentScan” should not be used in the default package Java ¥¥ Bug W spring T

Template & N
e/ > @ "action” mappings should not have too many "forward” entries Java @ Code Smell % brain-overioad, struts ¥~
> Quality Profile & SWV_PR...
" (] “ActiveMQConnectionFactory” should not be vulnerable to malicious code deserialization Java § Vulnerability W cwe, owaspa8 T+

nheritance
» Activation Severity () "Amrays stream” should be used for primitive arrays Java @ Code Smell W performance ¥~
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System Testing

Testlink




System Testing - TestLink

@® TestLink

O A AAEI Cis {2 A BIAES St B AEO| TSt WES ;
@ l Show complete execution history ] l Import XML Results ]
et =3 | Execute and Save Results |

~ Test Plan TestPlan_0517
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* Test Suite : BruteForceTesting/

Last execution (any build)

Date : 05/18/2020 11:13:02 - Tested by : swv5 - Build : BUILD-52 - Status :

< Passed
"
] -

l.; Test Set Major Last execution (current build) - Build : BUILD-52
E Release

Test Case [~
:

- Date Build  Tested by Status Exec (min) Version Run
: mode
Test Case [------=r====-- oo '""‘" > 05/18/2020 11:13:02BUILD-525w5 Passed 1 ge P |
Test
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Overall CTIP

@® Requirement Management / Bug Tracking ® IDE (Intellij)
(Github Project)
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Overall CTIP

@® Code Configuration Management (Git) ® Team Communication (Discord)

0- 22 commits 1 branch (10 packages © 0 releases
P -
Branch: master +  New pull request Create new file | Upload files | Find file
121 wjp103 add gitignore Latest commit ae3b8a@ 1 minute ago
i gradle add gitignore 3 days ago
B idea add gitignore 1 minute ago At
i build add gitignore 3 days ago
B gradie/wrapper add gitignare 3 days ago -
i sre add gitignore 3 days ago =
[
B gitignore add gitignore 21 days ago Status
Changes
[ build.gradle add gitignore 1 minute ago
B oradlew first commit 21 days ago e
[ gradlewbat first commit 21 days ago
[E) settings.gradle first commit 21 days ago
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Overall CTIP

@® Cl Server (Jenkins) ® Automatic Build (Gradle)
Unit Testing (JUnit)
Code Coverage (Jacoco)

Jenkins + SMAT3 - Agoe yey ¢ Build History # 84 S ux

. AE 23 8ig
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B GitHub Hook Log @ s
) citub
T sonarQube SonarQube Quality Gate
£3) Rename sma_13 [ Coverage Measures

server-side processing:
F, Build History 20l ~ Dz O 846(y0 2 7780/0

Coverage on

Coverage © Unit Tests & 9 Now it
lew Lines to Cover
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Overall CTIP

@ Static Code Analysis (Sonarqube)

5 SMA_T3 o master

Overview  Issues Measures Code Activity Administration ~

Quality Gate & Fai

Maintainability Rating
on New Code
i5 worse than A

Reliability Measures

¥¥ Bugs ©

Security Measures

0@ 0

B Vulnerabilities & @ Security Hotspots ©

Maintainability Measures

4h©® 14

Debt & @ Code Smells &

Coverage Measures

O 100% 3

Coverage & Unit Tests &

@  Lastanalysis had

New code: since May 15. 2020
started 5 days ago

09

¥ New Bugs

B New @ New Security
Vulnerabilties Hotspots

4h©@ 13

New Debt @ New Code Smells

100.0%

Coverage on
4 New Lines to Cover

Filters

Q. Search for rules

v Type

i Bug

8 Vuinerabitty
@ Code Smell
D secuty Hotspat

> Tag

 Repository
Sonashnaiyzet Java
FingBugs Java
FindBugs Contria Java
Find Securty Bugs Java
Checxstyie Java
FMD Java

PMD Unit Tests Ja

Comman Java Java

Clear AN Filters

® PMD, Checkstyle, Findbugs

Bulk Change

® " equals()" should nat be used to test the values of "Atomic” dlasses
@ "=+ should not be used instead of "+="

“==" and "I=" should not be used when “squals” is ovenidden

O “@Controller” classes that uss “@SssslonAfiributes” must call “setComplets” on their “SessinStatus”

objects
@  “@Doprecated” code marked for remaval should never be used
“@Daprecated” code shoukd not ba used

@ “@EnabloAutoConfguration” should be s tunsd

@ @impor:

uld be preforred to “@ComponentScan’s

© “@NonMull values should not b set to null

@ "@Override should be used on overrid

and implementing metheds

Java @ Cooe Sl W

“@ChackForNull’or "@Nullable” shauld not be used on primitive types
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Overall CTIP

@® Sonarqube Results @® System Testing (Testlink)
(making Github project issue)

Static Analysis Result

Projects 3

Filter ca @ static Analysis - Code smell Type %

STESILiNK i) 28
#149 R

Cads

Opened in KUSVV/SMA T2

3 lssue + 0 Inprogress
@ Static Analysis - Code smell Type " picconi
0of 74 = commented 11 seconds ago
#149 opened by bicconi
Code Smell  Static Analysis Code smell B
@ Static Analysis - Vulnerability Type - Blocker - 1 Rules
0of1

O ja

#148 opened by bicconi :51451 - 2 Components

Static Analysis VULNERABILITY =5
Critical - 7 Rules
@ Static Analysis - Bug Type [ javaiS121 - 97 Components | iy ¥
0Oof 3. () java:51541 - 9 Components vt e o e —
#147 opened by bicconi jaVa:S3776 - 6 Components pers————

BUG Static Analysis |2

(7] javaiS2208 - 3 Components

[ java:51192 - 4 Components

0 java:S3252 - 3 Components

[0 javais1821 - 8 Components

Major - 27 Rules
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